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METHODOLOGY

The First part of our proposed methodology focuses on assessing vulnerabilities and threats across the
country. This comprehensive and multidimensional approach encompasses political, economic,
sociocultural, technological, ecological, and legal aspects. Furthermore, it considers specific threats,
including terrorism, organized crime, protests, common crime, cybercrime, climate disasters, medical
threats, and internal stakeholders. Data is collected using official government sources, natfional and
international media, and individual testimonials in each country. This approach ensures a broad and
diverse view of the region’s situation. Data is collected over 30 days, allowing for real-time analysis and its
progressive evolution. Once the information is gathered, it is classified into different categories of
vulnerabilities and risks. Each category is evaluated on a scale of 1 to 5, with 1 being the lowest level and
five being the most severe. This scale enables a quantitative assessment, facilitating comparisons
between different categories.

The second part of our protective intelligence framework assesses and quantifies the probability of
general risk to any individual or organization in a context by evaluating the vulnerabilities and threats
within the designated area. The scores help understand the severity of deficiencies (General
Vulnerabilities) and capabilities (General Threats), which are then used to calculate the overall risk
probability.

1. General Vulnerabilities (measured by the inadequacy of controls)

1.1 Deficiencies in the System (PESTEL) - rated from 1 to 5, with one being adequate, 2 having some
inconsistencies, three being deficient, four being very deficient, and five being totally ineffective.

1.2 Deficiencies in Response Capacities: Police, Armed Forces, Disaster Management, Emergency &
Medical—rated from 1 to 5, with one being adequate, 2 having some inconsistencies, three being
deficient, four being very inadequate, and five being totally ineffective.

2. General Threats (measured by capabilities)

2.1 Resources: Personnel, Weapons, Equipment, Transportation- rated from 1 fo 5, with one being
nonexistent, two being low, three being medium, 4 being high, and five being unlimited (or unknown).

2.2 Information about: Type of crimes, Criminal Resilience, surveillance and Intelligence capability, Ability
to co-opt internal staff - rated from 1 to 5, with one being unlimited, two being high, three being medium,
four being low, and five being nonexistent (or unknown).

3. General Risk in the context (Average between CRP, IC, GTC)

This part of the methodology comprehensively evaluates overall risk by averaging three components:
Inadequate Controls (IC), which refer to insufficient security measures, and General Threat Capability
(GTC), which assesses the potential dangers posed by threats.

The third and final component is the Country Risk Probability (CRP), which considers the inherent risk level
in the country based on PESTEL and TOPCMEX measures. By summing these three components, we obtain
the General Risk Probability, providing a comprehensive measure of the risk level to which an individual or
entity may be exposed.
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VULNERABILITIES

POLITICAL

Costa Rica is currently facing political tension stemming from ongoing conflicts between
the President and various entities, including the media and autonomous institutions such as
the Supreme Electoral Tribunal (TSE) and the Supreme Court. This situation is creating
instability, undermining public confidence in the system, and diverting resources away
from security. A significant concern is the possibility that the Legislative Assembly may
revoke the President's immunity on October 22nd to allow for a trial related to an alleged
corruption case. This is a development that warrants serious attention.

ECONOMIC

Costa Rica has a stable economy supported by strong macroeconomic indicators. In
recent months, national production has grown by 4%, although this growth has not been
uniform. The labor market is affected by several factors, including the departure of
thousands of workers, demographic pressure from an aging population, and the exclusion
of youth. Additionally, the country faces social challenges related to security, inadequate
infrastructure, gaps in education, and food security.

49,03%

SOCIOCULTURAL

In Costa Rica, the sociocultural landscape faces challenges primarily due to common and
organized crime. Violence in the country is increasing daily, which is evident in society
through unsolved homicide cases and instances of violence by teachers toward students.
Recent floods have led to the displacement of people and evacuations from their homes,
raising the risk of opportunistic looting and other common crimes.

TECHNOLOGICAL

The technological threat in Costa Rica primarily stems from the vulnerability of its IT
infrastructure to physical disruptions caused by extreme weather events. Additionally,
there is a rising trend in cybercrime, including financial cybercrime, aimed at modern
businesses. These businesses rely heavily on stable networks, which, due to inadequate
infrastructure, are often exposed to risks.

ENVIRONMENTAL

The environmental factor poses a significant and ongoing risk. The active Intertropical
Convergence Zone leads to frequent storms, floods, and landslides, presenting a
significant threat fo business confinuity through road closures and damage to logistics
infrastructure.

LEGAL

Costa Rica is undergoing a significant change in its legal landscape. The country's
institutional weaknesses in combating organized crime, coupled with a widespread
perception of corruption, create an environment where extortion and infiltration are
challenging to address effectively. This situation heightens both the legal and reputational
risks for the country. Furthermore, it conftributes to corruption among certain law
enforcement officials, which negatively impacts the justice system.
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