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METHODOLOGY

The First part of our proposed methodology focuses on assessing vulnerabilities and threats
across the country. This comprehensive and multidimensional approach encompasses political,
economic, sociocultural, technological, ecological, and legal aspects. Furthermore, it considers
specific threats such as terrorism, organized crime, protests, common crime, cybercrime,
climate disasters, and medical threats.

Data is collected using official government sources, national and international media, and
Individual testimonials in each country. This approach ensures a broad and diverse view of the
region's situation. Data is collected over a 30-day period, allowing for real-time analysis and its
progressive evolution. Once the information is gathered, it is classified into different categories
of vulnerabilities and risks. Each category is evaluated on a scale of 1 to 5, with 1 being the
lowest level and 5 being the most severe. This scale allows for a quantitative assessment,
facilitating comparison between different categories.

The purpose of this methodology is to understand and measure vulnerabilities. Countries are
diverse and complex, with a variety of challenges and opportunities. By providing a
quantitative assessment, it offers tools for evaluation and decision-making, research, and
understanding the situation in each country.

Lastly, the methodology is dynamic and adaptable. By collecting data from a variety of sources
and updating the information every 30 days, it can keep up with rapid changes in the political,
economic, and social environment. This is especially important in a region like Latin America,
where conditions can change quickly.

The second part of our protective intelligence framework assesses and quantifies the probability
of general risk to any individual or organization in a context by evaluating the vulnerabilities
and threats within the designated area.

The scores help understand the severity of deficiencies (General Vulnerabilities) and capabillities
(General Threats), which are then used to calculate the overall risk probability.

1. General Vulnerabilities (measured by the inadequacy of controls)

1.1 Deficiencies in the System (PESTEL) - rated from 1 to 5, with 1 being adequate, 2 having some
inconsistencies, 3 being deficient, 4 being very deficient, and 5 being totally ineffective.

1.2 Deficiencies in Response Capacities: Police, Armed Forces, Disaster Management,
Emergency & Medical—rated from 1 to 5, with 1 being adequate, 2 having some
inconsistencies, 3 being deficient, 4 being very deficient, and 5 being totally ineffective.

2. General Threats (measured by capabilities)

2.1 Resources: Personel, Weapons, EqQuipment, Transportation- rated from 1 to 5, with 1 being
nonexistent, 2 being low, 3 being medium, 4 being high, and 5 being unlimited (or unknown).
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METHODOLOGY

2.2 Information about: Type of crimes, Criminal Resilience, surveillance and Intelligence
capability, Ability to co-opt internal staff - rated from 1 1o 5, with 1 being unlimited, 2 being high,
3 being medium, 4 being low, and 5 being nonexistent (or unknown).

3. General Risk in the context (Average between CRP, IC, GTC)

In this part of the methodology, a comprehensive evaluation of the overall risk in a specific
context is conducted. This evaluation is based on the average of three key components. The
first component is Inadequate Controls (IC), referring to security or preventive measures that
may be insufficient or not functioning correctly. The second component is the General Threat
Capability (GTC), which assesses the potential dangers that threats might pose in each scenario
due to their capabililities.

The third and final component is the Country Risk Probability (CRP), which considers the inherent
risk level in the country based on PESTEL and TOPCMEX measures. By summing these three
components, we obtain the General Risk Probability in the Context in the context, providing a
comprehensive measure of the risk level to which an individual or entity may be exposed
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VULNERABILITIES

POLITICAL

Paraguay's political sector is currently stable, but this stability can be affected by external
actions and relationships with other countries. Recently, tensions arose with Brazil due to a
spying operation, leading to the suspension of specific negotiations. Meanwhile, Paraguay
engaged in important discussions with the Presidents of Argentina and Bolivia. Asuncion,
the capital, will hold municipal elections in the second half of 2025, and the electoral
climate is beginning to develop.

ECONOMIC

According to the World Bank, Paraguay's economic sector is projected to experience
strong growth, ranking second globally by 2025, with a growth rate of 3.6%. However, the
industry requires significant infrastructure investments to prevent a future crisis. Additionally,
iIssues such as labor informality, a lack of university education, and limited professional
experience directly impact income levels in Paraguay.

Between January and February, more than 7,513 victims of domestic violence received
treatment. Cases of violence increased by 23% compared to the same period last year,

SOCIOCULTURAL | with the highest number of reports concentrated in Central, Asuncion, and Alto Parand. This

situation reflects a society deeply affected by violence. Despite this, Paraguay is working to
Implement a social reintegration policy aimed at helping young offenders understand
Paraguayan culture and guiding them toward a better future.

At the beginning of the year, Paraguay started to strengthen its cyber defenses with support
from the United States. This enhancement of infrastructure and personnel training is crucial

TECHNOLOGICAL| for the country's progress in addressing cybercrime, given its historically weak defenses

against cyberattacks. Following a countfry case of espionage involving the Brazilian
government, Paraguay is committed to modernizing its infrastructure and improving Al
training, with assistance from Taiwan.

ECOLOGICAL

Recent heavy rains caused significant flooding in several districts of Paraguay, leaving
many people isolated for a week due to the challenges of navigating through the
inundated areas. The affected regions include the Boquerdn, Presidente Hayes, and Alto
Paraguay departments. In response to this environmental crisis, the armed forces
established an operations base in Fuerte Olimpo to assist with rescue efforts. More than 300
people were successfully rescued using air and naval equipment.

LEGAL

Paraguay's legal sector is facing significant challenges due to recent corruption and fraud
cases involving the Social Paraguay’s Institute (IPS). As a result, numerous retirees and
public officials are now facing judicial embargoes. This situation arose from the misuse of
the system, where funds collected from retirees were misappropriated. Additionally, loans
from financial institutions—where IPS acted as an infermediary—were not repaid.
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THREATS

Historically, Paraguay has had connections to terrorism. Although there have been no
TERRORISM recent aftacks, a notable case involves an Iranian plane transporting cigarettes, which are
suspected of being used to finance terrorist activities through their sale.

The increase in organized crime is particularly evident in border regions, especially along
the border with Brazil. Organized crime groups are primarily targeting young people for
ORGANIZED . L o ) =

RIME involvement in illicit activities and human trafficking. Border districts are mainly impacted
c by drug trafficking, while the capital city, Asuncidn, is more affected by armed robberies

and kidnappings.

Civil protests the government focus on specific complaints about toll price increases or
CIVIL UNREST certain measures taken by its leaders that directly affect the population. These
demonstrations often disrupt services and logistics for companies.

Common crime affects everyone, although it is less violent than organized crime. The most
COMMON common crimes are armed robbery, theft, car theft, and home invasions. In urban areas,
CRIME there is a high rate of assaults on public transportation. The districts most affected by crime
are Amambay, Alto Parand, Asuncion, Canindeyu, San Pedro, and Concepcion.

Paraguay's healthcare system struggles with bureaucratic delays that hinder access to
essential medications for patients with severe illnesses. Heavy rains and flooding have
increased influenza cases and intensified efforts to control the Aedes aegypti mosquito,
which spreads dengue, Zika, and chikungunya viruses, resulting in more cases in the
region.

HEALTH THREAT

Heavy rains in Paraguay have created significant environmental threats. Flooding has
ENVIRONMENTAL| is5qted various communities, putting many crops at risk since fransporting them is

Impossible.

As a result of the Brazilian spying incident, there is a push to improve the country's cyber
infrastructure. Over the six-year period from 2019 to 2024, there were 2,857 incidents
involving infiltrations of computer systems or personal phones. According to the Ministry
of Information and Communications (MITIC), the State experienced 340 cyber incidents.

CYBERCRIME

Numerous cases linking public officials to organized crime reveal corruption in various
INTERNAL political sectors. This issue is present in government, among judges, and within public
THREATS security forces. Although it is unclear which sector the information leaks originated from,
corruption affects all industries that should prioritize the safety of the population rather
than merely serving the interests of a select few.
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Avoid public transportation,
especially in Asuncidn, where
armed robberies on buses
have surged. Instead, arrange
armored vehicles with vetted
drivers and GPS tracking.
Routes should be pre-
approved and alternate
paths prepared in case of
protests or blockades.

Prior to arrival, engage a
security advisor to evaluate city-
specific risks—particularly in
Asuncion, border areas like Alto
Parand, and regions affected by
organized crime or civil unrest.
This assessment should include
health alerts (dengue, influenza)
and infrastructure disruptions
due to floods.

April 2025

Limit time spent in rural or
border regions such as
Amambay or Canindeyu,
where drug trafficking and
state-influenced crime
networks operate. All off-site
meetings should be vetted
and escorted by frained
executive protection teams.

Due to recent cyber
espionage incidents and
ongoing cyberattacks,
executives must travel with
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encrypted devices, use VPNs
at all times, and avoid public
Wi-Fi. Any communications
involving sensitive information
should be channeled through
secured platforms.

Ensure that local staff,
embassies, and emergency
contacts are included in a
multi-tiered communication
protocol. Confirm access to

private healthcare providers

to avoid delays in public
hospitals, especially in the
context of epidemiological
stress due to flooding and
mosquito-borne diseases.
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EMERGENCY NUMBERS

EMERGENCY NUMBERS Numbers

Police 911

Firefighters 141

Medical Emergencies 132

Civil Defense 911

British Embassy +595 (0) 21 665 250
US Embassy Asuncion +(595) (21) 229-581
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PARAGUAY OPERATIONAL STATUS

AIRPORT

Airport

Location

Type

Remarks

Numbers

The country's primary

Silvio giroor
Pettirossi ., . P +595 21 688
. Asuncion InternationaAl accommodates
International . . 2000
Airoort Mmost infernational
P and domestic flights.
The second largest
Guarani airport serves the
. , : counftry's eastern +595 61 573
International | Alto Parand InternationaAl . .
: region, handling 304
Airport :
commercial and
cargo flights.
Teniente omostc o onc
Amin Ayub , . . . 9 +595 71 204
, Itapua National is essential for the
Gonzales | 000
. counftry's southern
Airport

region.
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PARAGUAY OPERATIONAL STATUS

HOSPITALS

Hospitals in Asuncion, Paraguay, operate normally, though the public healthcare
system faces challenges. The Hospital Nacional de Itauguad is a central public facility,
while private institutions like Sanatorio Migone and Hospital Universitario Privado
offer high-quality medical services. The Institfuto de Medicina Tropical also plays a
vital role in the region's infectious disease research and treatment.

ROADS

Roads in Asuncion, Paraguay, generally function well, connecting the capital to other
regions. However, heavy rains and localized flooding can disrupt traffic, especially in
peripheral areas and access routes to the Chaco and northern departments. These
short-term incidents can temporarily affect the movement of goods and commuters,
particularly during seasonal storms or social demonstrations near toll stations.

HOTELS

Hotels in Asuncidn, Paraguay, cater to both business and leisure fravelers. Notable
options include the Sheraton Asuncion Hotel and Hotel Villa Morra Suites, both offering
upscale amenities and central locations. For a boutique experience, consider La
Mision Hotel Boutiue and Hotel Factoria, known for their personalized service. For
extended stays or executive lodging, Esplendor by Wyndham Asuncion provides
modern facilities with easy access to commercial and diplomatic areas.

INTERNATIONAL MOBILITY

Paraguay has maintained stable immigration policies in recent years, aiming to
streamline entry procedures for travelers. In 2023, about 1.5 million people entered
and exited the country, with Asuncion as the central hub. Many travelers are from
neighboring countries like Brazil, Argentina, and Bolivia. At the same time, there has
also been an increase in arrivals from Venezuela and Haiti, who often seek
residency through MERCOSUR agreements.
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We have Protective Intelligence capabilities in:
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IN-DEPTH PARAGUAY SPECIFIC CONTEXTUAL ANALYSIS,

you may contact our Protective Intelligence team at
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Q If you have specific questions or wish to subscribe to our

HELPS

LATAM EXPERT

Our operations in PARAGUAY and
all Latin America are 100% active.

If you need Executive Protection, Secure Transportation,
Private Investigations, Risk Management, and Crisis Support,

we are ready to HELP 24/7.

Risk is out there, but Helps Latam Expert is here for you.

Contact us for a free Latin American capabilities
statement.
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